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Risk and Decision Science Team

Capabilities

= Over 15 risk/decision analysts, scientists, &
engineers developing solutions that support
decisions across broad gov't needs.

= State-of-the-science models and tools for
structuring and conducting risk assessment,
stakeholder engagement, resource
prioritization, planning, and other emerging
issues relevant to USACE, DoD, and Nation.

Current Programs

= Cutting edge R&D for DoD as well as for
DHS, DOE, DHHS, EPA, CPSC and others.

= Applying Decision-Analytic tools to evaluate
alternatives, bridge data-to-decision gaps,
integrate stakeholder values into solution

development, and prioritize research for a HIFECYCLE ASSESOMENT oo
~variety of technologies & industries. Integrating Risk Analysis, Life Cycle Assessment,
and Multi-Criteria Decision Analysis models for the

nent of emerging materials & risks.

BUILDING STRONGg,
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Challenge

Emerging
threats

Generated
data about threats

Threat Severity
and Complexity

Increasing /Gap

Risk Analytics

»
>

Ti
Increasing gap requires innovative manallm%ment
= RDC
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State-of-Practice in Risk Management
(inspired by Jamaica Bay, NY)
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Calculate needed
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Workshop: Risk and resilience in the face of global change

December 2015 « Aspen Global Change Institute

* Is resilience trying to do the same thing as risk management?
* Is resilience better suited for problems like climate change?

* If so, is it possible to better define and operationalize resilience?

~|/3 risk/resilience
practitioners: local,
state, federal

~1/3 resilience ~1/3 risk =
scholars | scholars

NATO Workshop on Risk and Resilience

(26-29 June, Azores, Portugal)
. « Goal: Risk vs Resilience, Resilience Quantification

: » Bring together over 50 risk and resilience experts
with people who design and build impacted
technological systems

+ Comparing alternative measures through risk
mitigation lens as well as resilience management

Outcomes: Framework to evaluate resilience.

. . Identification of the need for risk vs. resilience.
Improved international coordination of responses

as”;lJu
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IRGC Resource Guide on Resilience
|. Linkov and M.V. Florin (eds)

=  The guide is composed of 50 - [ T -
invited short pieces with an
annotated bibliography ‘for
further reading’. It thus provides
background information on the
various perspectives and guides
readers to other available
literature sources.

= Papers can be searched for key o —
words.

= They are listed by author and —
allocated to one type: concept,
approach, illustration or case :
study; and one sector: . s e
engineering / infrastructure, T TP MR
ecological, social / community, Ny
business, cross-cutting view. — P—

= The guide was launched on -
30 August 2016 e

=
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Security and
Sustainability

Policy Domains:
Governments, OECD,
United Nations, etc

resilience:
Standardization
in the field of

security to
¢ enhance the
safety and
ISO 31000 resilience of
m society.

Technical domain
e.g. Standardization agencies

Time of introduction

4/13/2017



Iz Resilience Different fom Kisk?

Water exclusion strategies: Water entry strategies :
Building resistance Building resilience

Ferimaser Fioog Sarmsens) Floating mechansm

http://www architecture cc lings/ http://tech. ilience eu hitp: w. i gov.uk

In the world of risk In the world of resilience

RESILIENCE BUILDING
Involves:

* Preparing and planning
for, absorbing,
recovering from adapting
to adverse events

¢ transforming the
system

4/13/2017
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Paradigm shift from risk-based to
resilience-based policymaking

Risk (Reduction) M) Rcsilience (Enhancement)

= Preparing for potential = Preparing for recovery from
disruptions potential disruptions
» Disruptions are identifiable » Disruptions are unknown, low-
and predictable probability events
= Hardening of infrastructure = Flexibility of infrastructure
systems to threats systems
Fatalities Damages ($)

1400 s $120 $108
$100
$80 $758
2
S $60
=
$40
, E JC
ri Katrina (2005)  Superstorm Sandy $- : 5
BUILDINESPROIRE, 2012) HiRgvalie solfigns dor 2 sarer beker world
Top-Down Bottom-Up
Decision Analysis/Social Science Risk Assessment/ Physical Sci
Goal Identification and Problem
Framing Management ) o
What are thelgoals, Risk Chara}ctenzatlon
altemativgs, and What are the risks relative to a
constraints? threshold? How do they compare

to other alternatives?

Decision Model

What are thé criteria and MOdellng

TS, B ED e MEEsE Physical/Statistical Model
decision-maker values R
What is the hazard?

What is exposure?

Metrics Generation and

Alternative Scoring Data
How does each alternative o Data Collection
score along our identified COl |eCt|0n y
What are fundamental

criteria and metrics? . .
properties/mechanisms

associated with each alternative?

BUILDING STRONG Linkov et al., 2014




Risk-Resilience Integration
Resilience Tiered Approach
Tier 3

Complex modeling of interactions
between sub-systems and using robust
scenario analysis.

Tier 2

Detailed models using formal decision
analysis to prioritize system
performance and invesimenis

Tier 1

Sereening models or indexes to identify
easy improvements and guide focus of

Increase resources, capital expenditm}
ecrease model complexity, dota needs

further analysis S
= EFéDC
BUILDING STRONG, After Linkov et a|_, 2016 Innovative solutions for a safer, better world
Outline

» Resilience vs Risk
* Known Threats vs Unknown Threats and Critical Functions
» System vs. Component
» Temporality

= Science of Resilience?

» Qualitative/Process

* Resilience Abilities

* Resilience Properties
» Quantitative

* Metrics

* Indices

» Matrix/Integration
* Network Science

» Resilience and Risk — Ways to Integrate

_ = USACE Approach ERDC

BUILDING STRONG, Innovative solutions for a safer, better world
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Risk Management Challenges

Risk = Threat X Vulnerability X Consequence

» Requires specific knowledge and quantification
of all three components

= No temporal component

= Modern system complexity and threat

uncertainty make risk management difficult and
expensive.

il ERDC

BUILDING STRONG,

Innovative solutions for a safer, better world
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Shortcomings of current risk-based
approach to policymaking

Severity

* Focus on estimating the
probability and severity
of adverse effects

» Assumes that hazards are
identifiable with known or

quantifiable probabilities
of occurrence

Medium

Probability

B Low risk [] Medium risk [l High risk

* Unable to account for:

— low-probability high-consequence events that are
unpredictable or unknowable

evolutions of threats and societal values o
range timeframe \Eﬁﬂt

BUILDING STRONG,

Innovative solutions for a safer, better world
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Evolution of Risk Assessment

» 1970’s- Risk=Probability x Consequence

+ 1980’s- Risk=Hazard x Exposure x Consequence

=Threat x Vulnerability x Consequence

» 2000’s- Risk~f(H x E x Eg

/N Mg Meg -« Megrn
mH1mH1 ...er{nE1 mE1 mEn

= ERDC

BUILDING STRONG, Innovative solutions for a safer, better world

Resilience: Political Importance and Challenge

The White House Executive Order:
Office of the Press Secrctary "resilience" means the ability
For Immediate Release Octt

to anticipate, prepare for, and
Presidential Proclamation - Critical Infrastructure | adapt to changing conditions
Security and Resilience Month, zo13 and withstand, respond to, and
recover rapidly from
disruptions.

CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE MONTH, 2013

BY THE PRESIDENT OF THE UNITED STATES OF AMERICA
A PROCLAMATION

Over the last few decades, our Nation has grown increasingly dependent on critical infrastructure, the backbone of
our national and economic security. America's critical infrastructure is complex and diverse, combining systems in
both cyberspace and the physical world - from power plants, bridges, and interstates to Federal buildings and the
massive electrical grids that power our Nation. During Critical Infrastructure Security and Resilience Month, we
resolve to remain vigilant against foreign and domestic threats, and work together fo further secure our vital assets,
systems, and networks.

= ERDC

BUILDING STRONG, Innovative solutions for a safer, better world
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“Resilience” has been defined differently
across fields

et There is a

CAMATICS & GEROIDLOGY

Nl need for
resilience
concepts that
transcend the

.. \Variety
. = ) contexts and
S e 4 application
/ 2 ' e domains

comoman

Image source: Hosselrff;*SmBarlgg_iK and Ramirez-Marquez, J.E. (2015). “A Review of
Definitions and Measures of System Resmence Rellablllty Englneenng & System Safety ERD
145 (August): 47—61. Fie 2. A s s based on caregory. creaned by CiteSpac c
BUILDING STRONG, Innovative solutions for a safer, better world

2015 Aspen Meeting:
Resilience Formulation

Critical Memory
. functionality andresilience
4 Function
critical functionality l
_———
| ’

System Functionality

Threshold

: : : Time
Plan/Prepare Absorb Recover Adapt

Adverse Event Occurs

=, ERLIL

BUILDING STRONG, )& ovat %SI;')HJE rg/sé ralsafa'obfger world
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Prepare/P
lan

Absorb

Recover

Adapt

Resilience
Feature

Critical
function

Threshold

Time

Memory/Adapt
ive
Management

Socio-
Ecological

Psychological

Organizational

Engineering &
Infrastructure

A system function identified by stakeholders as an important dimension by
which to assess system performance

Ecosystem services

provided to society

Human psychological

well-being

Goods and services
provided to society

Services provided by
physical and
technical engineered
systems

Intrinsic tolerance to stress or changes in conditions where exceeding a
threshold perpetuates a regime shift

Used to identify
natural breaks in
scale

Based on sense of
community and
personal attributes

Linked to
organizational
adaptive capacity and
to brittleness when
close to threshold

Duration of degraded system performance

Emphasis on
dynamics over time

Emphasis on time of
disruption (i.e.,
developmental stage:
childhood vs
adulthood)

Emphasis on time
until recovery

Based on sensitivity
of system
functioning to
changes in input
variables

Emphasis on time
until recovery

Change in management approach or other responses in anticipation of or
enabled by learning from previous disruptions, events, or experiences

Ecological memory
guides how
ecosystem
reorganizes after a
disruption, which is
maintained if the
system has high
modularity

Human and social
memory, can
enhance (through
learning) or diminish
(e.g., post-traumatic
stress) psychological
resilience

Corporate memory of
challenges posed to
the organization and
management that
enable modification
and building of
responsiveness to
events

Re-designing of
engineering systems
designs based on
past and potential
future stressors

Bay

E

Component vs. System
(inspired by Jamaica Bay, NY) ,

RA — Focus on Finding Weak Link:

Calculate needed
height of seawall or
dune

Ocean

ERDC

BUILDING STRONG,

Innovative solutions for a safer, better world
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Management at System Level

Raised
infrastructure

Stockpile of f
Potential for sand in case ,

breaching  of breach
from bay

Bay

shorelines

Reef to
break
waves
¢ Anticipate weak links and be ready to recover. Ex: sand to close new inlets.

¢ Provide diverse and redundant protection. Ex: buried seawall AND beach/dune system.
* Ensure availability of alternate networks. Ex: multiple electrical power circuits.

* Provide accessible information for rapid decision-making. Ex: raised homes,

e -ion routes ERDC

BUILDING STRONG Innovative solutions for a safer, better world
25

Critical Function — Stakeholder
Engagement

= System has multiple functions, but not all of
them are equally important
» Stakeholder elicitation is required
» Prioritization of project alternatives
» Values, preferences
» Public education

E

“We want to include you n this discussion without letting you aftect it”
BUILDING STRONG, - . -

40

4/13/2017
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Risk and Resilience: Thresholds

Risk
Analysis
Plan /,-/ ) Adapt
Critical -
Functionality B :9&‘
9 System
v Resilience
Time
After Linkov et al, Nature Climate Change 2014 ERD‘
-
BUILDING STRONG, Innovative solutions for a safer, better world

Importance of Recovery

Risk

Low High

High
function
function

Resilience

Low
function
function

E

From Linkov et al, Nature Climate Change 2014 ERDC
-

BUILDING STRONG, Innovative solutions for a safer, better world
28

4/13/2017
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Resilience Abilities for an Organization
Four resilience abilities @

at to do,

happened

RESPOND

—— Excellent
—t— Salisfactory
_ B = § 1 Acceptable
After Hollnagel, 2011 EE 2R v
& 3 2.5 & pencient
T A N
Eu!llanr——g E E g %‘
satishactry 4- 2.8 2 £ £
hceptab: ——3 % ;! .:‘\:' :
[m Unacceptable —— *
~) Deficient =

BUILDING STRONG, MONITOR

Resilience as a Process

new system stresses are incorporatedinto foresee
current understanding. possibilities

Resilience is better
understood as a series of
interacting processes than a

property of state. Resilience

Processes Adaptation

More like a verb, and less

like a noun. response taken after information
from sensing and anticipation are
incorporated into understanding.

Learning is the process by
which new knowledge

is created and maintained by Figure 5.2. Schematic representation of the recisive process which

observation of past actions leads to emergence of resilience in complex systems. The arrows in the

figure do not necessarily mean a particular sequence betwean linkad

processes (Park et al., 2013)

BUILDING STRONG, Innovative solutions for a safer, better world

4/13/2017
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Process for Social-Ecological Resilience

Meant for resource management and
planning stakeholders

Workbook guides stakeholders through
5 steps of resilience assessment:
Defining your system

Identifying alternate states and thresholds
Evaluating dynamics based on system cycles
Probing the system’s adaptability

Planning interventions

Qualitative resilience assessment helps
to frame current state of system,
identify desirability of possible changes
in system states and functions, and
determine disturbances of concern.

=,

Vong NN\

Table 1.4.1 Summary table of focal system disturbances

[Conturmance [mane [

ERDC

BUILDING STRONGg,

Innovative solutions for a safer, better world

Resilience as 3R, 4R, 5R...?

Figure 1 What is resilience?

Macro System

Subsystems
SRS
]
0
c R )
g V o
[}
o
i
-
g
z
o
c
0
a
§ o a

Source: World Economic Forum

Robustness Robustness Robustness

Redundancy

Resourcefulness

Resourcefulness Resourcefulness

]

g
g

BUILDING STRONG,

Innovative solutions for a safer, better world
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UNISDR

The Disaster Resilience Scorecard for Cities

Engage, Share Understanding and Coordinate

sential 1: Put in place organization and coordination to understand and reduce disaster r
civil society, Build local alliances. Ensure thart all departments understand their role in disa

This section of the scorecard will help you assess the structure and governance of the various act
prediction, mitigation, response, restoration and recovery. It loaks “top-down”, on the coordina
that may be involved; “boftom up”, on the management of and engagement with grass roots disa.
intagrafion with other initiatives that may have a disaster resilience impact.

Data you will need to answer this section of the scorecard will include: organization charts; list
applicable, MOUs and other role descriptions for each arganization concerned: names of key inc
from the arganizations concerned.

SubjectTssue Tiem measured [ Tadicative Measurement [ Tadicative Measux
1.1 Organization | 111 Co-erdination of a1l Fresence of organizationsl chart | 5 — Single point of
= elomram nea_svané nlanning snd | Anmamontine chmmts and rala | awicte nth sevaed s

and coordination

o the Disaster Relief Recovery Act of 2013

Resilience
Metrics

K Table 1. Recommended core performance metrics by coastal feature for Department of the Interior Resilience projects funded through

Coastal Features

al Natural and Artificial Primary Objectives and Ecosystem Services

Recommended Core Performance Metrics

Beach System: Beaches and Dunes:
Beach/Barrier 1) Restore or improve beach habitat to enhance

Beaches and Dunes:

T resilience of fish, wildlife, and plants, and their hebitats
(€.£., spawning, Migration stopovers, critical habitats)

2) Restore/improve dune habitat to enhance resilience

of coastal infrastructure by reducing flooding extent

and attenuating wave energy

3) Improveysustain beach/barrier island ecosystem and

community resilience to storm surge events

4) Enhance understanding of natural system dynamics

including immediate storm responses, natural recovery

from disturbance events, and natural adapta
Page 5 of 56 capacities and tendencies.
age s o 5) Improve recreation/assthetics

Breaches:

hazard mitigation benefits at least cost

BUILDI

1) Manage breach occurrences to maximize habitat and | Breaches:

Biotic

» Vegetation cover of dunes pre and post event

* Fish and wildlife population/ recruitment/
overwintering/stopover weight/health relative to other mitigating
factors (e.g. other threats throughout range: site and species
specific)

Abiotic
* Post-storm volume of s2nd in the active shoreface
* Recovery rates of beach and dunes

Structural/Engineering
» Beach width, elevation, volume, shoreline position (post-event)
* Dune characterization (height, width, length, texture, substrate)

Biotic

* Fish and wildlife population/ recruitment/ overwintering/
stopover weight/health changes relative 1o other mitigating
factors (e.g. other threats throughout its range: site and species
specific)

DHS Disaster Resilience Index

= Demographic data as indicators of scale of vulnerability and

resilience/ ability to recover quickly.

= Metrics in categories of : {
social, economic,
institutional, -
infrastructure, and
community.

= All categories equally
weighted.

= Regional assessment,
county level resolution.

= Spatially reported results,
parative.

Disaster Resilience

| [PEETTR

Vodsrate (05 0.5 5. Dev)

I it 1,550 Dev)

e
sl ' Rit

harlotte

-
MontgEery
[ 3

Cutter 2010

4/13/2017
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FEMA Disaster Resilience Index

= Community member awareness and vulnerability survey

» Potential hazard severity identification
= Strength of social systems
= Relative importance of community

LA i o U

= Rate general mitigation measure =
on level of effectiveness or T 11
feasibility to improve each
community component

= Guidance on developing specmc
mitigation actions.

= Supplements: specific hazard
gbability, functional loss, and

calculator; local aII—ha’zards ERDC

sriskc assessment ht_tp://vyww.dhses.ny.gov/oemwmgéﬁéﬁldﬂenm@mt%ﬁéfﬁwéﬁﬂl-wofld
mitigation-handbook.pdf

NOAA Community Resilience Index

= |dentify past and expected storm

) Special Flood Inflfa.s(rncmr_e or
strength for benchmark scenarios. A | Sooaro! | | Scomaios | ettt
q q B Example:Power gid \ J
= Checklist of likely losses to critical o
infrastructure and facilities under i
each scenario. .
= Expected level of recover in 1 —
evacuation routes
week. g
for Section A:
1 Bus'ness recovery’ Section B: Critical Facilities*
City Hall or other local
. ernment building(s
= Strength of social systems et s
- enforcement building(s)
= Existing plans and agreements [
‘Communications main
= Rank resilience in each category e
as High, Medium, Low. e
No relative weights e
-.cal Government Use et
BU\QQ&QH&QGIO coastal storms Innovative solutions for a safer, better world
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Nature Conservancy Coastal
Resilience Mapping Tool

= ESRI powered geospatial analysis
tool

= Pre-loaded map layers of relevant
demographic and ecological data

= 4 apps available for decision making
purposes
» Flood and Sea Level Rise (future projections)
» Habitat Explorer (weighing habitat importance)
» Community Planning (current data map layers)
» Future Habitat (projected marsh advancement)
= |ocal decision-makers and planners
in coastal communities

= Used for land management and

—wetland preservation prioritization
ERDC

BUILDING STRONG, Innovative solutions for a safer, better world

http://maps.coastalresilience.org/ct/

Weaknesses of Existing Methods

= Assessments built in ad-hoc manner based on
specific expertise of agency.

= Most agencies efforts are not framed in context of
larger system. These efforts are each components
of the necessary changes.

= Assessments do not explicitly consider uncertainty

= Assume future impacts will reflect past impacts and
that locations of past events will be equally
important in future events.

= Tools largely assess vulnerability through risk
metrics rather than assess resilience through
capabilities to absorb, recover, and adapt.ERDC

BUILDING STRONG, Innovative solutions for a safer, better world

4/13/2017
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Validating Resilience ——— —

» 5 county-level resilience and vulnerability indices

Community
Disaster Resilience

« Relative rather than absolute scores Index

+ Different aggregations of much the same data —
> (Gini, poverty rate, vehicle access, hospitals,
workforce composition, etc.)
» Adjacent counties show different patterns of
relative resilience/vulnerability. What should
states rely on to make investment decisions?

_= Social Vulnerability
= Index (SVI)

R b
CDRI RCI BRIC sovI svi Resilience
Low -———High Low High Low-———High Low High Low ———— High Capactty Index
catston C2meron, 1 | Em=m I ] e
oo efferson, T | N | I va | ] e
BN chambers, T | INNENEE | I —— I o ST
Mobile, L | INNNNNNN | I | . [ | w W .
Moblle  galdwin, AL | I | n/a I | | Social Vulnerabilit
Region  Escambiz, FL | (NN | I — — W] ] =" Index (SoVI)
Santa Rosa, FL | INENENNN | I | I | |
Tampa  Hilsborough, i I | I I | | ‘ S
Region  Menatee,FL | I | NN I | . | 5
N B B I T = Bgeeline Resilgnce
Indicators for

Bakkensen, Linkov et al (2016)

- Communities

Military Systems Doctrine as a
Foundation for Resilience Quantification

Information Age Transformation Series

Power
to the

Edge

Command...
Contral..
in the

Information Age

David 5. Alberts

Richard E. Hayes

with 2 Foremord by John Stenit

=T

E

Command and Control actions in a highly networked
system is governed by domains of warfare that
organize system components and establish a basis
for measurement.

Physical: system performance in space and
time.

Information: creation, manipulation and
sharing information.

Cognitive: translating, sharing, and acting
upon information to enable system
management.

Social: interaction, collaboration and self-
synchronization between individuals and

entities. ERDC

BUILDING STRONG

Innovative solutions for a safer, better world

4/13/2017
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Resilience Matrix

PREPARE

Physical
Information
Cognitive

Social

\

System Domains

o

Disruptive I':‘vent Stages

Scale

>

Home  Neighborhood

Town

County

Region

State  Country

ERDC

BUILDING STRONG

Innovative solutions for a safer, better world

General Form of Resilience Matrix

Adverse Event

~

N

N

> Plan/Prepare

> Absorb

> Recover

R .
> Adapt ’>
)

Physical

State and capability of
equipment and
personnel, network
structure

Event recognition and
system performance to
maintain function

System changes to
recover previous
functionality

Changes to improve system
resilience

Information

Data preparation,
presentation, analysis,
and storage

Real-time assessment
of functionality,
anticipation of
cascading losses and
event closure

Data use to track
recovery progress and
anticipate recovery
scenarios

Creation and improvement
of data storage and use
protocols

Cognitive

System design and

operation decisions,
with anticipation of

adverse events

Contingency protocols
and proactive event
management

Recovery decision-
making and
communication

Design of new system
configurations, objectives,
and decision criteria

Social

Social network, social
capital, institutional and
cultural norms, and
training

Resourceful and
accessible personnel
and social institutions
for event response

Teamwork and
knowledge sharing to
enhance system
recovery

Addition of or changes to
institutions, policies, training
programs, and culture

E

From: Linkov et al, Env. Sci. & Tech., 2013

ERDC

BUILDING STRONG

42

Innovative solutions for a safer, better world

4/13/2017
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250
DeC | S | on MO d el S ) * MCDA — 2% of ALL Environmental Papers
- 200 -
SEw
T 500 .. .
‘g"g_m - -
Linkov and Keisler (2014) 0.00
1390 19585 2000 2005 200 2M5
o] Tea
e
[+ —
o Decision maker -
s Raraly used Value
= methods
E‘ Bayesian =
o Expert - subjective o
: b
5 . >
Ly = .=
81 tectinmos Statistical- data =
T B ervironmentel
g | [ et ERDC
| mnde' lovative solutions for a safer, better world

Assessment using Decision Analysis

Selection of Alternatives

>

S Recos S
Alt. 1
Information
Cognitive V
Alt.2
Soclal &
Alt.3

m Comparative Assessment

Threshold

Resilience

Baseline Alt. 1 Alt. 2+
Alt. 3
& $ $388 s

Figure 5: Comparative Assessment of Resilience-Enhancing Alternatives

Use developed resilience metrics to
comparatively assess the costs and
benefits of different courses of action

ERDC

solutions for a safer, better world

4/13/2017
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Assessment Process

1. Define System and Threats

2. ldentify Critical Functions of the System o

3. Develop Performance Indicators As;g'st':*em

4. Calculate Performance Scores

5. Identify Gaps to Prioritize Efforts

6. Critical Function Weights IResilience

7. Proposed Project Evaluation n;szxz?oim
= ERDC
BUILDING STRONG, Innovative solutions for a safer, better world

45

\,,_Igst two analyses to calculate present-day resilience

Pilot Study in Jamaica Bay, NY

e Tier 1: Resilience Matrix, screening

“» Tier 2: Integrated Risk/Resilience
Assessment using Bayesian
.~ probabilistic analyses; appropriate for]

deS|g n POC: Julie Rosati, ERDC, CHL

NACCS Planning Rea_chesw

4/13/2017
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Jamaica Bay Demonstration

Goal

» Quantitative, comprehensive assessment of community
resilience to inform project prioritization efforts.

Motivation
= Provide context to traditional risk-based engineering

NY Rising, Jamaica Bay Communities 743 pgs

NYC Special Initiative for Rebuilding and Resilience 34 pgs

Building Resiliency Task Force 42 pgs

Structure of Coastal Resilience, Jamaica Bay 52 pgs

2100 Commission 206 pgs
] ERDC
. RifeP RSNt &t ars Io s o

1. System and Threats

System
Rockaway Peninsula,
Queens NY

Threats
Coastal storms (hurricanes,
tropical storms, nor'easters)

Corps Missions:
coastal protection, ecological restoration

= ERDC

BUILDING STRONG, Innovative solutions for a safer, better world

4/13/2017

24



2. ldentify Critical Functions

= |dentify critical functions of the communities:

» Transportation » Housing/Shelter

+ Sanitation » Commerce/Economy » Health Services

» Access to Food » Recreation/Community
and Water

= |dentify critical functions of the bay:

* Wildlife Habitat * Recreation/Education

* Electrical Power

= ERDC

BUILDING STRONG, Innovative solutions for a safer, better world

3. Performance Indicators

Housing
» Experts identify indicators of performance Popass Mbast Rucover et

for each cell of the matrix for each critical e

function. - —>

= Based on resilience properties:
» Redundancy

Transportation
Ppas Aot R Acpt

» Flexibility

Pryaicsl
TR
Cagnles
okl

» Modularity

» Robustness

» Resourcefulness S

Almarh

Wildlife Habit

at

» Distributed

» efc.

Pryslcal
Infrraiicn
Cogniies
Einclal

. ERDC

BUILDING STRONG, Innovative solutions for a safer, better world
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4. Performance Scores

= |dentify specific metrics (qualitative or
quantitative) or proxies for the capability of the
system to perform in each cell of the matrix.

= Examples:

Raw Utility Normalized
Value Bounds Score
Participation in Notify NYC Alert System: 20% 0-85% 2.4 (low)
Height of Existing dunes/berms: 8 0-15 5.3 (med)
Access to debris removal equipment: med N-L-M-H med
=, ERDC
BUILDING STRONG Innovative solutions for a safer, better world

5. Prioritize Efforts

= Use matrix form to identify weaknesses in
resilience.

= Ex:

Transportation Resilience

Prepare Absorb Recover Adapt

Physical
Information
Cognitive
Social

(Hypothetical Values) ERDC

BUILDING STRONG, Innovative solutions for a safer, better world
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6. Critical Function Weights
» The matrix approach is broadly applicable but

can be tailored to specific management goals.

Ex: USACE is budgeted/mandated to protect people

and property and support ecosystem health. Therefore,
apply weights to critical functions:

Housing 30%
Transportation 20%
Wildlife Habitat 20%
Recreation 10%

Electrical Power 10%
. Health Services 10% ... ERDC

BUILDING STRONG,

Innovative solutions for a safer, better world

Results: Critical Function Evaluation

Tourism Housing
Prep Abs Rec Adapt Prep Abs Rec Adapt
Phys Phys
Info | Info I
Cog Cog B
Soc Soc
I | [ |
Port Ecosystem
Prep Ahs Rec Adapt Prep Abs Rec Adapt
Phys [ Phys
Info [ Info
Cog l Cog
Soc B soc

Low Existing Capacity

= ERDC

BUILDING STRONG, ngh Existing Capacity Innovative solutions for a safer, better world
54
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7. Project Evaluation

Baseline Resilience Score used to...
» Compare mutually exclusive projects
= Develop portfolio of projects

» |dentify system gaps not addressed by any
projects

... but full matrix provides best information to
guide resilience management.

= ERDC

BUILDING STRONG, Innovative solutions for a safer, better world

How it works: Project Evaluation

= Baseline assessment can be used to evaluate proposed

projects
Physical 7 “
Information 63 45 43
Cognitive % 49
Social 82 54 52
Project 1 Project 2
Prepare Absorb Recover Adapt Prepare Absorb Recover Adapt
Physical +10 +18 +9 +32 Physical
Information +8 17 Information +5 +15 +22
Cognitive Cognitive
Social Social +3 +12 +21

are rt re rt
Physical 81 34 69 42 Physical 71 “
Information 71 45 38 Information 63 50 36
Cognitive % 49 38 51 Cognitive 90 49 38 47
Social 82 54 52 Social 85 54 73

- *Drnjnr\fe may have (+) or (-) in-other matrices RDC

BUILDING STRONG, Innovative solutions for a safer, better world
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Resilience Matrix: Agency Roles

Environ Syst Decis

Fig. 1 Agency resilience
actions addressed (relative to
NAS definition) in physical,
information, and social domains

Larkin, Fox-Lent, Linkov et al., 2015

[} I g é I I I E E
E | g 8 |
Information g

Plan Absorb Recover Adapt

Physical

USACE
USACE

USACE

:

Social I I ‘

ERDC

BUILDING STRONGg,

Innovative solutions for a safer, better world

57
Table 1 The cyber resilience matrix
Plan and prepase for Abaarbh Recover from Adapt 10 - .
- Resilience

(1) Tmplement controlsisensors for eritical
amets [S22, MI3, 20]

(2) Implement controlsisensors for eritical
services [MI8, 2]
(3) Assessment of network structure and
d

(1) Signal the compromise of
assets or services [MIS, 20)

(2) Use sedundant sssets to
continue service [M13, 20]
(3) Dadicate cyber resources 1o
defend against attack [M16]

1o system
10 the environmen.

(4) Redundancy of critical physical
infrasvucture

(%) Redundancy of data physically or
logically separated from the network
[M24]

1) Imvestigate and repair (1) Review asset and servioe
malfunctioning controls or configurstion in response (o recent
sensars [M17] event [M17]

(2) Assess service/ssset damage  (2) Phase out obsolete assets and

introduce new asess [M17)

(3) Assess disance ® functional
recovery

{4) Safely dispose of ineparshle
assets

Information

(1) Categorize assets and services based en
‘sensitivity or resilience requirements
[s63)

(2 Documentation of cenifications,
qualifications and pedigree of critical
handware and/or software providers

(3) Prepare plans for siorage and
comainment of classified or sensitive
information

(4) Mentify extemal system dependencies
(ie., Internet providers, eleetricity, water)
[s31)

(%) Mentify intems system dependencies
[s631

(1) Observe sensors for erifical
services and assets [M22]

(2) Effectively and efficiendy
transmil relevant data to
responsible stakeholders/
decision makers

(1) Log evens and senscrs during (1) Document incident’s impact and
event [MI17, 27) canse [MIT]

12) Review and compare sysems  (2) Document time between problem
before and after the event and discovery/iscovery and
17 recovery [S41]

(3) Anticipate future system states
post-recovery

{4) Document point of entry (attack)
Environ Syst Decis (2013) 33:471-476
DOI 10.1007/s10669-013-9485-y

Cogultive
(1) Antieipate and plan for system states and
events [M18]

(1) Use a decision making
protocel of aid 1 determine
when event can be considered
“contained"

Matrix:
Cyber

"k PERSPECTIVES

inon
decis

Resilience metrics for cyber systems

Igor Linkov + Daniel A. Eisenberg -

BUILDING STRONG,

Kenton Plourde * Thomas P. Seager *
Julia Allen - Alex Kott

4/13/2017
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Problems with Metrics-Based
Approaches

*Measuring for emerging threats remains difficult: the
gap between measures and increased vulnerabilities

can be hard to close

*Many measurement programs utilize data that does
not contribute to informing decisions or changing

behavior.

Not everything that counts can be counted, and
not everything that can be counted counts.

Albert Einstein

E

ERDC

BUILDING STRONG,

Innovative solutions for a safer, better world

Future: Network Science

We quantify resilience by using network science approach by considering
the different domains as interdependent multiplex networks.

Physical domain

/ ;K—{?-l
\\ x'

/ s—\/

Informatlon domam E

/—E%

Social and cognmve domalns

/e-?_a KK
a&s/

ERDC

BUILDING STRONG,

Innovative solutions for a safer, better world
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Why Network Science Approach?

» Most of the complex systems can be
modeled as interconnected networks —
as soon as a system is represented as a
network it becomes a mathematical
object

» Network representation allows better

analysis of interplay between individual
components comprising the system

» Better visualization

= ERDC

BUILDING STRONG, Innovative solutions for a safer, better world

61

Network-based Resilience Theory?

System’s critical functionality (K)

Network topology: and links (£)

Network adaptive algorithms (€) defining how
nodes’ (links’) properties and parameters change
with time

A set of possible damages stakeholders want the
network to be resilient against (E)

El gr= (N LCE)

;s
BUILDING STRONG, of Itive ns ffer, b orld@
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Peak Traffic in San Francisco

Observed

Peak Traffic in San Francisco

Disrupted (5% road closure)

4/13/2017
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Resilience Quantification
»Based on NAS Definition

» \Widely Applicable
A

—i

— == (Critical functionality

- Sinactive

System's performance
(nodes/links state)

Sactive
0 >
0 Time Tc
5 1B S active
-. Sactive + Slnactlve ERDC
BUILDING STRONG, Innovative solutions for a safer, better world
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Hypothetical Network

1.0
} 32 nodes
} 87 nodes x|
Z
©
5 0.6
} 237 nodes £
=
204
} 644 nodes 8 —o— Damage: 1,0,0.0; Tz =0.5 Tc, p; = 1 (instant). R = 0.983.
S —e— Damage: 5,555, Tz = 0.5 T¢, ps = 1 (instant). R = 0.893
g . : 0.2 4 Damage: 10.0,0,0; Ta = 0.5 Tg, ps = 0.25 (instant). R = 0.672.
Hierarchical network of 4 Iayers with —a— Damage: 10,0,0,0; Tr =0.5 T¢, ps = 0.25 (delayed). R = 0.655.
redundancy o)
0.0 0.2 0.8 1.0

0.4 0.6
Normalized time, ¢/ T,

Resilience profiles for different scenarios
in synthetic networks over a normalized
time interval

=) ERDC

BUILDING STRONG, Innovative solutions for a safer, better world
66

4/13/2017

33



4/13/2017

Insider Risk/Resilience modeling in
Business Networks

Constrained =
Individual I @ I

L at | t u d = (d) normal individual & insider threat

Organizational I I I
Structure

(c) N = 2 boundaries == 3 latitudes

- 1 B
B
1

(b) N = 1 boundary = 2 latimdes

T

S U

min
Adapted from Kepner et al (ESD, 2015) (a) N = 0 boundaries = 1 latitude: L, = 1

Case 2: Optimal Number of Rules
,Critical Function

Gisladottir, Linkov et al., Risk Analysis 2016

o 5 10 15 20 25 30

NI Different Vulnerabilities Number o Rules -
| . LI
BUILDING STRONG Innovative solutions for a safer, better world
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Resilience and Epidemics

Resilience is defined as a competition process between commuters and
disease spreading in a metapopulation system.

I AR i Three Behavioral Disease models
L L
Pocesses
) 0
) [ ] 1. Local Information
i/ O )
y 2. Global Information

0s
0 %= 3. Local, belief-based spread of the fea
8 R of the disease

= ERDC

BUILDING STRONG, Innovative solutions for a safer, better world
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Cyber/Physical Resilience

Physical domain
Fi B :'H
P4

x" H}A f

El

Operational Resilience of Command and Control
Systems to Maintain Multilayered Network - 3
Functionality in Response to Large-Scale lnformatlon domam
Disruptive Events /

/ E—D/\Q-"f

Social and cogmtlve dnmams

Generic and domain

specific knowledge / ":'\5 @j’@;——&i
Connectivity, reliability / & i(/

and resilience metrlcs

Multiple layer and Data mining including
multiple domain network filtering, classification and
simulation clustering

Heuristics
\ = -
———————— ~ Results
. ERDC
BUILDING STRONG, Innovative solutions for a safer, better world
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Transportation Networks — DC

BUIL rorld
71
R?: 0.704; Pearson: 0.839; Spearman: 0.825
90
80 - [o) 4
lashington, DC

0 70 O San Francisco 1
3 Chicago
9]
= © G O Los Angeles
@ 60 - O Philadelphia 4
)
° Denver, Detroit (O Seattle Not shown:
o Miami o 1 ;
350 [ Ba\timolre\’ g B New-York F:Ity
© San Diegoy . © Phoenix Predicted: 120 h
B Minneapolis Observed: 72 h
& Obpallas

40 - E

O  OaAustin
San Antonio
30 9
20 . . . . . .
20 30 40 50 60 70 80

E

90
Observed Delays, hours ERDC

BUILDING STRONG,

Innovative solutions for a safer, better world
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Resilience: Integrated Soldier ERDC Iﬁ-

Fithess & Combat Mission pir

Key Participants

- o Ao Racows Adet
T ua | we | o
e R R e
...... L - =
Wt |
womatn| "2 | o | Tl | e
iac resa Buldings b
e o | e | row | e
COONEE | bty FEMa L
e
- o e | fo | | e
s
® Frepare  Absorb  Recover  Adapt
Physical
= Information Purtarmance Score
7 0t
ey 213
{ A w5y
;
. b0

| M5

*Sponsor: Army Study Program Management Office

Purpose/Objectives

« Resilience is mission-critical to successfully fulfill the Army mission, but
how that concept is defined and implemented is contingent on the
specific component’s area of responsibility.

+ Goal is to develop a definition of resilience for the Army that applies to
all the supporting components, combining academic literature on
resilience with doctrine and best practices from select component
organizations.

Approach

« Develop component-neutral definition of resilience for Army that
is accommodates variations in responsibility across component
organizations.

« Deconstructs capabilities provided by each Army organization
into physical, information, cognitive, and social domains across
the event cycle (prepare, absorb, recover, adapt).

« Develop assessment framework for measuring resilience within

-"_» pyIcomponent organization based on Resilience Matrix

i | m , 2013) and a coherent cross-Army definition of
lterce-ar similar constructs.

Results

« Review of academic literature and doctrine underway.

« Consultation with Senior Leaders complete
« Groups responsible for service provision focused on
redundancy and contingency planning
« Groups responsible for critical infrastructure focused on risk
assessment and mitigation
« Groups responsible for improving soldier wellbeing focused on
training, social supports, and mental health resources.

« Deliverables
« Study report describing framew nt
literature and operational conce
« P i d-publi i

SUmH

BUILDING STRONG

Innovative solutions for a safer, better world

POC: Dr. Matthew Wood — 978.318.8793 — matthew.d.wood@usace.army.mil

Multi-Level Resilience: Integrated Unit and [=EIC m
Organizational/Community Constructs e

better world

Key Participants
*Sponsor: Army Research Institute for Behavioral & Social Sciences

Purpose/Objectives

« Advance current state of knowledge on interdependencies between unit
resilience, organizational readiness, and community resilience.

« Manifold external factors (i.e., information, policies and infrastructure)
which interact in complex ways to influence Army flexibility, agility,
adaptability, and vulnerabilities.

« Unit resilience, or the ability of units to address, adapt to, recover, and
learn from adversity to achieve mission objectives, represents an
understudied area in the field and can enable measures that assess the
impact of resilience programs on organizational mission readiness and
the vitality of communities where units are stationed.

Approach

« Literature review to understand and measure readiness and
resilience constructs for units, organizations, and communities.

» Meta-analysis using of interdependencies between unit
resilience and:

« Organizational readiness
* Mission readiness
mamunity resilience

Results

« One of the first investigations to develop an evaluation mechanism for
demonstrating how team/unit interventions with known efficacy
improve the organizations which they are intended to influence and
support.

« Work to begin January 2017.

« Deliverables

« Peer-reviewed article on the relationship between unit

resilience and organizational readiness
« Peer-reviewed article on the relationshi
resilience and community resiliel
« Decision model framework and

between unit

BUILDING STRONG

impnr-' OR-OK

progi
resiliencénnovative solutions for a safer, better world

POC: Dr. Matthew Wood — 978.318.8793 — matthew.d.wood@usace.army.mil
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Resilience: From Inspiration to
Operation

| Social

=,

UG SRROME, m—— - - . . . . - Innovative solutions for a safer, better world

] Physical
|
|
| 2. Framework (e.g.,
Resilience Matrix, Network 3. Operation
I Science o e
| Prepare Absorb Recover Adapt
| Physical
] Information -
Cognitive
| Social
|
|
]
L

Inspiration: USACE Resilience Strategy

o . @, 2 . e
ey o What is Resilience?
: “the ability to anticipate, prepare for, and adapt to changing

conditions and withstand, respond to, and recover rapidly from
disruptions." Executive Order 13653

Resilience in Action: Plan, Absorb, Recover, and Adapt

Why Resilience?
Resilience is a proactive approach to reducing damages,
preventing losses, and shortening critical recovery times

USACE projects prevented $13 B of damages in 2013; average
annual damages avoided, 2004-2013, is $48 B.

USACE'’s Approach to Resilience

Mainstream project lifecycle resilience enterprise-wide to improve| .~
system and community resilience

Examples: North Atlantic Coast Comprehensive Study USACE Support
to Silver Jackets

Naval Station Norfolk

New Orleans Hurric

Damage Risk Reduct USACE Support to Community Resilience

With our partners, USACE provides projects, resilience
assessment tools, data, and other resources

Examples: USACE Support to Silver Jackets
Studies & Projects in Jamaica Bay, NY

Drought Contingency
(picture: Folsom Dam, CA)

4/13/2017
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Framework

= Tiered Framework

=Tier 1 — Community * Planning
System-Scale + Rapid relative assessment of
Assessment alternatives for 3x3x3 studies

Linkov et al. (2014)

=Tier 2 — Coastal System
Infrastructure = Dredging & placement; structure
Assessment rehabilitation; timing of multiple a

* Operations & Maintenance

Rosatietal. (2015)
=Tier 3 — Risk and

Resilience Bayesian ]
Network Analysis adaptation measures & system
operations

Schultz et al. (2012)

» Engineering & Construction

Prepare Absorb Recover Adapt

Physical [ 90%

Information | 80%

Cognitive | 68% 40%
Social | 76%

[

H

}-

% -

: S
G §-

E.

75%

88% 92% 34%

» Optimization of engineering designs,

BUILDING STRONG 77
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Operations

» Resilience PDT » Living document to
capture best practices
and lessons learned

Roadmap to Mainstream

||

Resilience
- . : FY2016 B ATGEAR SCEAR
= Goals and indicators of -
improvement
» |nvolvement and input
from all major 0, s o
ubordinate commands e
Evscs)
BUILDING STRONG 79 Tnnovative solutions for asaTTe_r,b_et‘lFr world

Policy — Inevitable!

Ancient Chinese Characters:

?L: E]=“[:1

River + Dike = Political

1 Order
= ERDC
BUILDING STRONG, 80 Innovative solutions for a safer, better world
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Future: Evolution of Approaches for
Flood Risk Management

Cvanage )

Manage
- _ resilience?
Live with Usethe Control Manage
floods floodplain floods risk *Not all
"l "i nd + Fettilelandin + Large scale + Notall problems
sma ) floodplzinis structurel . . roblzms are
noo p‘fm approaches ,;.I::lcognilun gqual, need to be
s o engineeting - Rick solved
production a management
thythm. * Permanent 3 ﬁ:,?,'t‘;ug',',i isan effective * SyStemS
communitles organized « Effortio and efficlent approach &
develop on the governance increase the mzansto N .
floadplain resilience of maximize the |ntegratlon of
Cﬁm'm.m;lﬂasd mngof communities
should a flo L N
poytry investmert. is the key

—

Hom Sayers et &l 2012

il : ERDC

BUILDING STRONG, Innovative solutions for a safer, better world

Framework —Science of Risk and Resilience

Goal Identification and Problem

Framing Management A Characierina
What are the goals, Risk C ara}ctenzatlon
alternatives, and What are the risks relative to a
constraints? threshold? How do they compare

to other alternatives?

Decision Model

Modeling

What are the criteria and
metrics? How do we measure Physical/Statistical Model
decision-maker values? -
What is the hazard?

What is the exposure?

Metrics Generation and

Alternative Scoring Data
How does ea-ch alternative . Data Collection
score along our identified CO"eCt|0n -
What are the fundamental

criteria and metrics? i .
properties/mechanisms

associated with each alternative?

E

5 After Linkov et al., 2014
BUILDING STRONG, Innovative solutions for a safer, better world
82
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Risk-Resilience Integration

Resilience Tiered Approach
Tier 3

Complex modeling of interactions
between sub-systems and using robust
scenario analysis.

Tier 2

Detailed models using formal decision
analysis to prioritize system
performance and investmenis

Tier 1

Sereening models or indexes to identify
easy improvenients and guide focus of

further analysis ¥
=3, oC

crease model complexity, data needs

Increase resources, capital expenditures
e

BUILDING STRONG, )I&?toev'gt'vleni?g\tlioen fé) .,aéﬁe{é)etter world
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Call for Papers: Springer’s
Environment, Systems and Decisions

I ;
o ESD provides a catalyst for
E"V"' onment research and innovation in
Systems & cross-disciplinary and trans-

Dec'-sions p— disqiplinary met_hods of
decision analysis, systems
analysis, risk assessment,
risk management, risk
communication, policy
analysis, environmental
analysis, economic analysis,
engineering, and the social

sciences. ERDC

Innovative solutions for a safer, better world
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NATURE CLIMATE CHANGE | VOL 4 | JUNE 2014 | www.nature.com/natureclimatechange

Chang{mg the resilience
paradigm

Igor Linkov, Todd Bridges, Felix Creutzig, Jennifer Decker, Cate Fox-Lent, Wolfgang Kréger,

to persevere through infections' or “Your body has an incredible system
! trauma. Even through severe disease, called white blood cells that attack and
critical life functions are sustained and the try to manage that virus in such a way

body recovers, often adapting by developing ! .
immunity to further attacks of the same that prevents .|t from hqrm ing the body.
type. Our society’s critical infrastructure — The systems in 2030 will have

-|— he human body is resilient in its ability

cyber, energy, water, transportation and something very similar.”
communication — lacks the same degree
of resilience, typically losing essential Tom Vice, president of Northrop’s aerospace
functionality following adverse events. sector, on 6" Gen Fighter
= ERDC
BUILDING STRONG Innovative solutions for a safer, better world
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